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SUBJECT: Use of Accommodation Addressee 


The following information is tor the guidance and assistance of operations 
officers who must depend upon accommodation addresses as a means of maintain' . 
contact with agents in a denied area It points out some of the less obvio:** pi ‘fa 1 . 
and suggests some means which may be used to overcome theae .bajuu'd*.. I cos 
information is based upon recent experience specifically with operations in oast 
Germany and i.& sen trill ve since it reveals detaUeu current U S, inteUlgerice saodae 
operand!. it should be handled ok a strict ns«d-to-kno« oasis. 


I, Th<> cjoet fe&jsic principle and one which roust be scrupulously adhered to 
1>1 thfct only one *£ont should be assigned to 4 * accommodation address.. The repK., 
for this in t/wu -ui'y one agysot will he ttidtangered d the address comes *.«»der 
scrutiny by the eppositioa, It is .also f&portant to remember that so Xmus as Use 
z%mi to wh-'-i-a vjs address was issued remains. ,.n a denial area, trad 3nUiri-.se shoulv; 
neve., be tabued to another iigeoi in r ideated area, -even though the undress if- > c 
lonc«i* in use- 


i. To ensure the maij*ti*.ia.iwfc <4 contact. wf.ta au agent in a denied ar e~. it 
• ; fe most sicBlt^bie that hefee provided with at least tru v «&»d pr&iaraJhiv three, 
-odbrcecfcSj, all located in dtftersmt erties vusd/or countries,. The agent; should rotate 
id a cor? espoadence among these addresses, not only to make it more dUitcuit foi 
a tetJ'ir to isolate ids cor responamite 4 . hut also to insure that each of the A<kUeei»- 
Is i.i'bi active and firndtiouing property. Tne uses cd multiple address ps U- alaso * 
tiws* coni vci -i )': not l - U \-.c c ••*,.< e« ucii.w-tiro 
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fr. fepactal cases it in esmet&aefc o*cesi.uri: and degSrahis to leondt * e^ciflc 
person to serve as an accommodation aodreim for a spetilic agont Usually this 
accosrux;odation address will he someone who is known to the agent » a friend or 
relative who may already fee to correspondence with him, Such an arrangement 

generally contains more security pitfalls than the other system described in this 

paragraph. 


4. There la another category of accoanBedrtkn address, the unwitting letter 

drop. This is a person who has agreed to receive mail from a denied area, usual iy 
from au unknown person, but who is not aware that any clandestine intelligence 
activity is Involved. An example of this type of address Is an bid! vidua] who agree* 
to receive mail from the East on behalf of a personal friend who, either for personal 


1 


! 


SECRET 

; 7 : S ) I ' 

2 

or business reasons, prefers not to receive correspondence from the East in his 
own name. It has been our experience that this type of address functions quite well 
and securely, although it is apt to be a bit slower than a witting accommodation 
address often because there may be a cut-out between the drop and the case officer. 

5. One of the most significant observations we have made is that accommodation 
addresses fairly rapidly become worn out if used frequently. By this we mean 
that for one reason or another either the writer or the accommodation address, or 
both, perhaps through no fault of their own, come to the attention of the opposition 
service. The causes for this are numerous but two worth mentioning because they 
can occur so easily are (1) poorly written cover letters and (2) Imperfectly employed 
secret writing. If the writer has used a false name and address in the return address, 
as should usually be the case, a perfunctory check with the local Meldeamt or an 
address book will confirm the censor* s suspicion that something is wrong. From that 
point on, any letter to that particular accommodation address can be intercepted 
fairly easily. It must also be assumed that the name used in the return address 
will be noted on a watch list. Add to this the fact that the letters from the agent 
using the accommodation address will usually be in the same handwriting and the 
whole channel becomes quite clear to the opposition. 

C>, To lessen the chances of detection, agents writing to accommodation 1 
addresses should be instructed to change frequently the complete name and address 
in the return address. It is best to use an existing address in order to foil a 
cursory examination on the part, of the censor. If at all possible, letters should 
be milled from various cities or areas. If the agent Is confined to one of the larger 
cities, he should at least attempt to vary the postal district he mails from and he 
should never mail from the postal district of his own residence. 

V. On the assumption that watch lists are maintained in alphabetical order by 
last name, it is also possible to add to the security of operational mail by using only 
the first name or a first initial as the recognition signal to the accommodation 
address. Of these possibilities, the initial seems the most desirable, particularly 
in those cases where the drop' needs some indicator to identify agent from his 
regular mail. Insofar as the cover letter is concerned, the agent should be told to 
write long, chatty handwritten messages about very boring personal matters. No 
checkable items such as travel arrangements should ever appear in the cover letter. 

8. In addition to the precautions discussed above it Is also Important to be 
alert for danger signals in an apparently smooth functioning accommodation address. 
Some examples ml danger signals are indications of tampering with the envelope, a 
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sudden charge in SAv technique which might not be the agent* 8 fault, but an 
Uitflcfetian &t rubbing, tdesing letters, delayed letters, any charge in the pattern 
of mailing If a patter a s>:Js*« 6 

% L? or der to ]M»*a the risk of detections! agent a through their accommoda- 
tloo addresses, and to protect the Information forwarded through postal channels, 
it is recommended that &ew addresses be Issued to those, agnate who rcpovt rogolarly 
and frequently by mail, This should be done at least yearly and more often if the 

Ssaport&h.ce cf the agert and the quantity erf hi#? m?il justify it 

10o office bentes sho il^ naver be used as accommodation eddresseso 

They are automatically expected by censors and letter channels using them will be 
e*ibjected to strenuous investigation in an effort to detect the identity of the writer. 
Similarly,, addresses which elementary investigation in the West would reveal as 
Intelligence- connect sd are not safe for permanent -use (examples include procurement 
erf false addresses ttirough liaison arrangements with West Berlin or West German 
post offices),. The best ^.ccomunodation address continues to m the live letter drop 
with legitimate ^ddreseo 

IX, The border of acquiring accommodation addresses and replacements 
for even one agent has beer, found to be m email task, However, if contact is to 
be maioiaijift.j by uaail imtwem an agent in a denied area and Ms ci8i.se offi cer to 
the West, every poasibi* 'precaution must be taken to see that the channel is 
uncont&mln ?i ml v&d above suspicion. If the operation is worth running at all, U 
deserves the best txedscraft application to all its elements. 
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